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Because noise is random by nature, a 
noise source forms the basis of the RNG. 
The randomness of different types of 
electronic noise (shot, thermal, flicker, 
popcorn, avalanche, etc.) are well known. 
My RNG uses avalanche noise — which 
can be obtained from zener diodes — 
chosen because of its wide bandwidth 
and much higher amplitude compared 
to other noise sources. Two 12-V zener 
diodes (D7 and D10) are used to gen-
erate two noise signals. A differential 
amplifier built around T4, T5 and T6 
amplifies the difference of both signals, to 
improve the chances that the noise sig-
nal is substantially random. This ampli-
fier also removes common-mode signals 
due to interference and disturbances that 
may affect both diodes.
The next stage (T7) amplifies the noise 
signal further, up to 0.5 to 1 Vpp, which 
is enough for the analog comparator inte-
grated in the ATtiny2313 micro. It also 

Later, when I learned the basics of cryp-
tography, I discovered more reasons for 
a good Random Number Generator (RNG) 
to be a useful thing to have. Secure data 
encryption, for instance, is almost impos-
sible without one. Gaming and gam-
bling applications also require top-class 
RNGs [2], and — for the mathematically 
inclined — did you know that you can esti-
mate the number π by using random num-
bers? Just search the Internet for ‘Buffon’ 
and ‘Pi’ to find out how. High-quality ran-
dom signal generators are available com-
mercially but tend to cost a lot of money, 
so I decided to build my own out of cheap 
and easily available components.

The circuit
For what follows, please refer to the sche-
matic shown in Figure 1.
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learned that these numbers, being calculated 
from previous values, are actually not so arbitrary at all, 

I started thinking about generating truly random numbers with 
an electronic device.
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serves as an adjustable corrective filter 
that allows the RNG to meet the quality 
criteria for random signals set by stan-
dardization organizations worldwide (see 
inset).
The output of the analog comparator is 
sampled at a rate of around 800 kHz. 

0xCC to 200 kHz; and patterns 0x55 
and 0xAA to 400 kHz. Too many or too 
few occurrences of a certain bit pattern 
indicate that the frequency response of 
the corrective filter must be adjusted 
to decrease or increase the gain at the 
‘offending’ frequency. This can be done 

Consequently, certain patterns in the 
random bit stream may be correlated 
to subharmonics of the sample rate pres-
ent in the noise signal. Bit patterns 0x00 
and 0xFF correspond to a subharmonic 
of 50 kHz; patterns 0x0F and 0xF0 cor-
respond to 100 kHz; patterns 0x33 and 
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Figure 1. The Random Number Generator or RNG cleverly combines analog and digital electronics to produce a truly random bit stream.
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file named ‘random.hex’ is created on 
the SD card.
The stream of random bits is also output 
on PD6 so that its quality can be mon-
itored in real time with the Bit Stream 
Analyzer (see below), a tool that mea-
sures certain bit-pattern-occurrence fre-
quencies — very handy for adjusting the 
filter around T7. To allow synchronizing 
to this bit stream, PD1 produces a short 

with DIP switches S5, S6 and S7 and 
by adjusting trimmers C39, C47 and P6.
The sampled output of the analog com-
parator is recorded on the SD card in 
one, large file. The SD card must be for-
matted as FAT32 (see inset). Before the 
RNG is switched on, DIP switch S4 must 
be set to define the desired size of the 
file, ranging from 16 MB to 3.8 GB (see 
Table 1). After a successful recording a 

component list 
rng

Table 1. Add the values for every 
switch of S4 in the ON position 
plus 16 MB to determine the 
file size. With all switches set 
to OFF, the file size is 16 MB.
Switch File size
S4-1 2048 MB
S4-2 1024 MB
S4-3 512 MB
S4-4 256 MB
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become more convenient as it allows you 
to observe the tuning effects in real time.
The BSA consists of an ATMega8 and 
a 2x16-character alphanumeric dis-
play (Figure 2) connected to K6 of the 
RNG. For its input it takes the random 
bit stream produced by the RNG on PD6 

that need to be set properly. Even though 
it is possible to record a bit stream, ana-
lyze it, readjust the RNG, and repeat this 
process as often as necessary, doing so is 
not very practical. For this reason a spe-
cial tool was developed: the Bit Stream 
Analyzer (BSA). With the BSA things 

(<1 µs), active-low pulse at the start of 
every bit. These pulses are too short to 
accidentally power off the RNG.

Power
To avoid introducing interference sources 
that may degrade the quality of the RNG 
output, the device is supposed to be pow-
ered from two 9-V batteries in series. The 
18 volts we get from them are needed 
for the 12-V zener diodes D7 and D10. 
This type of diode is known to produce 
a good amount of noise at a reasonable 
voltage.
Transistors T1 and T2 along with out-
put PD1 act as a power-on (and auto 
power-off) flip-flop. Pressing button S1 
switches the circuit on, making the MCU 
come alive so that it can activate port 
PD1 and keep its own pants up.
The circuit around IC6 functions as a 
low-battery indicator, and informs the 
MCU when the voltage drops to about 
15.4 V. When this happens, the MCU 
safely terminates writing the SD card 
before shutting down the circuit (by 
means of PD1) to prevent both data cor-
ruption and excessive draining of the bat-
teries. A low-battery condition can be 
simulated with S3, which functions as a 
soft-stop button used to stop the record-
ing at any time while keeping the data.
S2 is a hard-stop button which turns 
off the power immediately. Pressing it 
while a recording is in progress is likely 
to result in a corrupted file on the SD 
card. Use it after adjusting trimmer P5 
or when something goes wrong.

The LEDs
After pressing S1 to power on the RNG, 
and if the battery voltage is high enough, 
LED4 will turn on. Then LED3 comes on, 
followed by LED1 to show that the SD 
card was correctly initialized. LED1 then 
turns off, meaning that the recording of 
the random bits has started; it will turn 
on again when the file of the desired 
size has been written and from then on 
it will stay on as long as the battery volt-
age remains high enough. LED3 will flash 
repeatedly during recording: a short flash 
at the end of each cluster written, and a 
long flash when the FAT table is updated. 
LED2 indicates if any problems occurred 
during SD card communication.

Bit Stream Analyzer
Generating quality random data is not 
easy, which is why the RNG features sev-
eral adjustable resistors and capacitors 
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Figure 2. The Bit Stream Analyzer or BSA allows real time tuning of the RNG.
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and f8 (400 kHz), and it displays the 
0/1 ratio.
The MCU is helped by a kind of ‘analog 
computer’ (IC2) to determine the levels 
of the four subharmonics because the 
ATmega8 is not fast enough to do all the 
work itself. The MCU only handles the 
0/1 ratio, and ‘subcontracts’ the subhar-
monics to the analog computer. The MCU 
outputs a short, constant-length pulse 
on PB2 to PB5 for each occurrence of a 
characteristic pattern 0x00, 0x0F, 0x33 
or 0x55 and reads the processed analog 
value at PC0 to PC3.
The number in the upper right corner of 
the display is the 0/1 ratio which should 
be around 512. It is controlled by P5 
of the RNG (not of the BSA) and the 
PWM auto-offset. The four subharmon-
ics should have magnitudes in the same 
ballpark (i.e. within ±10%), the exact 
values do not matter much.
Before the BSA can be used, the DC off-
sets of the operational amplifiers must 
be balanced:

1. Fit jumper JP1 to connect PC5 to GND 
and then power up or reset the BSA. 
The MCU will enter the Zero-offset 
Adjustment Mode, indicated by the 
character ‘Z’ appearing on the LCD.

2. Adjust trimpots P2 to P5 to set the 
values of f1, f2, f4 and f8 to a value 
slightly above zero; between 10 and 
20 is fine.

3. Remove jumper JP1, and reset (or 
power cycle) the BSA.

Tuning the RNG
Building a precision device with low-cost 
components usually results in one or 
more parameters that require adjusting 
manually. The RNG has several of them:

Trimpot P1
Adjust to obtain 14 V at the emitter of 
T3.

Trimpot P2
Determines the voltage that triggers the 
‘low battery’ warning (LED4 turns off). 
If the RNG is powered by two 9-V NiMh 
batteries, the warning should trigger at 
15.4 V (because such batteries contain 
seven 1.2-V NiMh cells, and when dis-
charged to 1.1 V per cell this totals to 
15.4 V). Connect an adjustable power 
supply on K2; vary its voltage between 
15 V and 16 V. Adjust P2 to make LED4 
turn off when the voltage at connector 
K2 drops to 15.4 V.

of the RNG sample rate (800 kHz). It 
displays the amplitudes labelled as f1 
(50 kHz), f2 (100 kHz), f4 (200 kHz) 

and a bit synchronization signal on PD1. 
The BSA is a kind of spectrum analyzer 
tuned to the first four subharmonics 

component list 
bsa

Even better…
The degree of randomness of the data produced by the RNG can be improved even 
further when two recorded sequences of the same length are combined by ‘XOR-
ing’ them on a bit by bit basis. This is similar to encrypting one sequence with 
the other, also called One-Time Pad (OTP) encryption. The result is a sequence 
with a much flatter histogram (i.e. having a variation of just ±2-3%) that can 
pass certain NIST tests for much longer sequences. For instance, the ‘Runs’ test 
now passes smoothly for sequences longer than 500,000 bits, as opposed to 
50,000 bits that can be achieved without post-processing.
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gram for data that’s not random enough 
for use in serious cryptography even 
though its 0/1 bit ratio is correct. Tuning 
more carefully brings histograms simi-
lar to the one in Figure 5 within reach.

Sanity check
After tuning, record a small 16 MB file 
and analyze it with a program like WIN-
HEX to create a histogram of occurrences 
of all 256 possible 8-bit patterns. Fig-
ure 4 shows a spiky, non-uniform histo-

Trimpots P3 and P4
The collector currents of transistors T4 
and T5 must be 1 mA. Adjust trimpots 
P3 (symmetry) and P4 (total current) to 
obtain a voltage drop of 1 V across both 
resistors R27 and R28.

Trimpot P5
1. Turn off the power (press S2, hard 

stop);
2. Hold S3 (soft stop), then press S1 

(start) to enter Test Mode. LED3 turns 
on;

3. Connect an oscilloscope (or a DC volt-
meter) to PD5 to monitor the PWM sig-
nal that compensates DC drift. Adjust 
P5 to make the PWM signal stabilize 
at around 50%;

4. The Test Mode runs for about 40 sec-
onds, then the PWM value is written 
to the internal EEPROM of the MCU 
and LED1 is turned on. Restart the 
test mode if you need more time. If 
the PWM saturates at 0 or 100% LED2 
turns on and the PWM value is not 
written into the EEPROM. If this hap-
pens, restart Test Mode.

S5, S6 and S7
Figure 3 shows the transfer function of 
the circuitry around T7. S5 together with 
its capacitors control the lower cut-off 
frequency. Use S6 to adjust the filter’s 
resonant frequency as in:

fres = 1 / (2π × √(L4 × CS6)) [Hz]

where S7 sets the maximum dip of:

20 × log10(RS7 / (RS7 + R48)) [dB].

Auto-trimming
The last PWM value is always kept in 
internal EEPROM. In normal random data 
recording mode, the PWM duty cycle is 
adjusted constantly. At the end of a 
recording (at completion or a soft stop 
due to a low-battery condition) the cur-
rent PWM duty-cycle value is written to 
EEPROM to be used the next time the 
RNG is powered on. It is therefore rec-
ommended to first record one small 16 
MB file (and discard it) prior to record-
ing a file of the desired size so that the 
PWM signal can be adjusted by the MCU. 
When done, set the desired size with DIP 
switch S4 and restart the RNG immedi-
ately. The random data will now have 
the highest quality because the DC off-
set will be properly adjusted from the 
very beginning.

Figure 4. This histogram of the data generated by the RNG reveals a poorly tuned corrective filter. 
Looking only at the leftmost and rightmost bars (occurrences of respectively 0x00 and 0xFF) the 
zero-to-one ratio seems fine, however, because the corrective filter is not tuned properly, the 
occurrences of 0x0F and 0xF0 are almost three times higher than those of 0x55 and 0xAA.

Figure 5. After proper tuning of the corrective filter the histogram is almost flat. Now you have 
premium-quality random data.

Figure 3. The simulated transfer function of the filter built around T7 (black curve). The blue curve 
is the transfer function of T7, defined by its bandwidth. The lower cutoff frequency is controlled 
by S5 and its capacitors C36 to C43. The red curve is the transfer function of the corrective filter 
L4-R48-CS6-RS7. For clarity, transistor amplification was left out, the real black and blue curves lie 
about 30 dB higher.
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fully adjusting the DC bias with trimpot 
P5. The second criterion can be met by 
adjusting the frequency response of the 
corrective filter with its capacitor and 
resistor banks (DIP switches S5, S6 and 
S7) and adjusting trimmers C39, C47, 
and trimpot P6). Since the source of the 
random bit stream is random noise, the 
third criterion is met automatically.

Before diving into the NIST tests, you can 
try a simple test with a file compression 
utility like 7-Zip or similar. File compres-
sion algorithms try to reduce the redun-
dancy or correlation of data to make it 
smaller. Since truly random data is com-
pletely uncorrelated, it cannot be com-
pressed. The size of the compressed file 
will therefore be greater than the original 
file, where the increase in file size is due 
to file format related issues.
A Windows application which performs 
NIST testing, pseudo-random number 
generators (PRNGs) that produce good 
pseudo-random bit streams for com-
parison, and sample bit streams can be 
found at [2].
The NIST test application requires a text 
file as input, hence binary files must be 
converted first. The application is very 
fussy about the exact format of the input 
file — only the ASCII characters ’0’ (ASCII 
code 0x30), ’1’ (ASCII code 0x31), and 
space (ASCII code 0x20) are allowed. 
Every binary digit must be separated by 
a space; leading or trailing spaces are 
not allowed. One mistake and the pro-
gram will reject the file.
If the bit stream fails a certain NIST 
test, it is always related to one of the 
three basic criteria listed above, and 
some additional RNG tuning should fix 
it. For example, if a bit stream passes the 
‘Monobit’ test (a simple 0/1 ratio test), 
but fails the ‘Runs’ test (i.e. counting the 
number of ‘runs’ or sequences of all ones 
or all zeroes) with an excessive value, 
then the average analog frequency is 
a tad too high. This can be corrected 
by slightly decreasing the lower cut-off 

frequency (by 

15 tests for randomness that boil down 
to three simple rules:

1. a truly random bit stream has an 
equal number of ones and zeros;

2. a truly random bit stream has equal 
frequencies of occurrences for dif-
ferent bit patterns;

3. no part of the bit stream is mathe-
matically correlated to any other part 
of the stream.

When carefully tuned to produce his-
tograms like the one in Figure 5, the 
RNG described in this article passes all 
15 NIST tests with ease. The first crite-

rion of randomness is met by care-

Beware of EMI
Please keep in mind that without proper 
enclosures, high-precision instruments 
like the RNG are sensitive to EMI and 
RF radiation. It is therefore highly rec-
ommended to mount the RNG inside a 
metal (aluminum) enclosure with the cir-
cuit Ground properly connected to the 
enclosure.

NIST testing
Standards to evaluate the quality of 
a random bit stream have been set 
by standardization institutes like the 
National Institute Standards and Tech-
nology (NIST). The NIST has defined 

Some SD card subtleties 
The (assembly) code for the ATtiny2313 only works with FAT32-formatted SDHC 
cards; it does not support FAT16 or SD cards that are not SDHC. It doesn’t 
support SDHC cards bigger than 4 GB either, because its 32-bit pointers can 
address only up to 4 GB. This is not really a problem as FAT32 does not support 
files larger than 4 GB and writing such files would take too long anyway.
Since an all-singing, all-dancing FAT32 driver is sure consume too much program 
memory of our tiny MCU, only the most basic FAT32 operations needed to write 
one single file to the root directory, have been implemented. Because of this 
simplicity, and because of some safety measures to properly handle soft stops, the 
size of the final file may not exactly be the size advertised.
It is recommended to format the SD card to a cluster size of 8 KB for two reasons:
• The smaller the cluster size, the more often the FAT table will be updated 

(every two seconds with sectors of 1 KB). However, the signal to the Bit Stream 
Analyzer is stopped during FAT table updates, making the analyzer readings 
drop because its input capacitors discharge. If this happens too often, adjusting 
the RNG becomes difficult due to the fluctuating readings.

• The larger the cluster size, the longer the time between FAT table updates 
(more than 60 seconds for sectors of 32 KB). PWM auto-offset correction is 
applied at every FAT table update, and if the time between updates becomes too 
long, the auto-offset correction becomes ineffective.
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Web Links

[1]  http://csrc.nist.gov/groups/ST/tool-
kit/rng/documentation_software.
html

[2]  www.elektormagazine.com/labs/
random-number-generator-150116

[3]  www.elektormagazine.com/150116

increasing the capacitor value selected 
with S5).
With a little tweaking of the trimmers it is 
not difficult to make the RNG pass all 15 
(say, fifteen) NIST tests with much longer 
bit streams than the minimal required 
lengths.

Conclusion
Built with cheap, readily available com-
ponents, the Random Number Gener-
ator (RNG) presented in this article is 
good enough to meet the standards for 
truly random data set by official interna-
tional standardization organizations like 
the NIST. It shows that the DIY approach 
still pays off — in the true spirit of Elektor 
Magazine and Labs! This RNG is more 
than an experimental toy, it is a precision 
instrument. On the other hand, keep in 
mind that encryption schemes using it 
(or that use even better RNGs) can, in 
theory, be broken with a quantum com-
puter, so neither Elektor nor the author 
can, and will, assume any responsibility 
for the privacy of your data — you have 
been warned.

(150116)

from the store
ª150116-1 
PCB

ª150116-2
PCB

ª150116-41
Programmed microcontroller

ª150116-42
Programmed microcontroller
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